Test Results Summary for 2014 Edition EHR Certification
Version EHR-Test-144 B Rev 07-Aug-2015

ONC HIT Certification Program
Test Results Summary for 2014 Edition EHR Certification

Part 1: Product and Developer Information

1.1 Certified Product Information

Product Name:
Product Version:
Domain:

Test Type:

CCP
3.2
Inpatient

Complete EHR

1.2 Developer/Vendor Information

Developer/Vendor Name:
Address:

Website:

Email:

Phone:

Developer/Vendor Contact:

CoCENTRIX
540 N. Tamiami Trail Sarasota FL 34236
WWW.cocentrix.com

Bryan.griffiths@cocentrix.com
(941) 306-4951
Bryan Griffiths
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Part 2: ONC-Authorized Certification Body Information

2.1 ONC-Authorized Certification Body Information

ONC-ACB Name: Drummond Group

Address: 13359 North Hwy 183, Ste B-406-238, Austin, TX 78750
Website: www.drummondgroup.com

Email: ehr@drummondgroup.com

Phone: 817-294-7339

ONC-ACB Contact: Bill Smith

This test results summary is approved for public release by the following ONC-Authorized Certification
Body Representative:

Bill Smith Certification Body Manager

ONC-ACB Authorized Representative Function/Title

Y
\'QQ— w 9/13/2015

Signature and Date

2.2 Gap Certification
The following identifies criterion or criteria certified via gap certification

(] () ] (a)(19) [ ] (d)e) ] (h)()
[ ] (2)6) [ ] (a)(20) [ ] (d)8) L] ()
(] (@7 [ ] (b)5)* [ ] (d)9) L] (hE)
[] (a)17) L] (d)(1) L] ()

[] (a)18) (] (d)S) L] (B7)*

*Gap certification allowed for Inpatient setting only
**Gap certification allowed for Ambulatory setting only

E‘ No gap certification
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Inherited Certification

2.3

The following identifies criterion or criteria certified via inherited certification

§170.314
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(a)(1)
(a)(2)
(a)3)
(a)(4)
(a)(5)

[x]

(a)(6)
(a)(7)

(a)(8)
(a)(9)

(a)(10)

[x]
[x]

(a)(11)

(a)(12)

(a)(13)

(a)(14)
(a)(15)

|:| No inherited certification
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Part 3: NVLAP-Accredited Testing Laboratory Information

Report Number: GI-09112015-449-INP

Test Date(s): N/A

3.1 NVLAP-Accredited Testing Laboratory Information

ATL Name: Drummond Group EHR Test Lab

Accreditation Number: NVLAP Lab Code 200979-0

Address: 13359 North Hwy 183, Ste B-406-238, Austin, TX 78750
Website: www.drummondgroup.com

Email: ehr@drummondgroup.com

Phone: 817-709-1627

ATL Contact: Kyle Meadors

For more information on scope of accreditation, please reference NVLAP site.

Part 3 of this test results summary is approved for public release by the following Accredited Testing
Laboratory Representative:

Gary Isaac Test Proctor
ATL Authorized Representative Function/Title

G bt TShihc
9/13/2015 Sarasota, FL

Signature and Date Location Where Test Conducted

3.2 Test Information

3.2.1 Additional Software Relied Upon for Certification

Functionality provided

Additional Software Applicable Criteria by Additional Software
MS Healthvault 170.314.e.1 VDT
DrFirst Rcopia 170.314.a.2, a.6, a.7, a.10; eRx related
b.3

[_INo additional software required
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3.2.2 Test Tools

Test Tool

a

Cypress

2.5.1

ePrescribing Validation Tool

1.04

HL7 CDA Cancer Registry Reporting Validation Tool

1.0.3

HL7 v2 Electronic Laboratory Reporting (ELR) Validation Tool

HL7 v2 Immunization Information System (IIS) Reporting Validation
Tool

HL7 v2 Laboratory Results Interface (LRI) Validation Tool

HL7 v2 Syndromic Surveillance Reporting Validation Tool

Transport Testing Tool

[EEN

9

Direct Certificate Discovery Tool

w P P | P B 5
SlNF M= ] |1 2,
N N o

=

Edge Testing Tool

o
©
wn

[
[x]
[x]
[x]
[x]
[]
L]

No test tools required

3.2.3 Test Data

|:| Alteration (customization) to the test data was necessary and is described in

Appendix [insert appendix letter]

E No alteration (customization) to the test data was necessary

3.2.4 Standards

3.2.4.1 Multiple Standards Permitted
The following identifies the standard(s) that has been successfully tested

where more than one standard is permitted

Criterion # ‘ Standard Successfully Tested ‘
[ §170.204(b)(1) [ §170.204(b)(2)
HL7 Version 3 Implementation | HL7 Version 3 Implementation
Guide: URL-Based Guide: Context-Aware
(a)(8)(ii)(A)(2) Implementations of the Knowledge Retrieval
Context-Aware Information (Infobutton) Service-Oriented
Retrieval (Infobutton) Domain | Architecture Implementation
Guide
§170.207(a)(3) [ ] §170.207(j)
IHTSDO SNOMED CT® HL7 Version 3 Standard:
(a)(13) International Release July Clinical Genomics; Pedigree

2012 and US Extension to
SNOMED CT® March 2012
Release
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Criterion #

(a)(15)(i)

Standard Successfully Tested

§170.204(b)(1)

HL7 Version 3 Implementation

Guide: URL-Based
Implementations of the
Context-Aware Information

Retrieval (Infobutton) Domain

Drummond. :

>>group

[ | §170.204(b)(2)

HL7 Version 3 Implementation
Guide: Context-Aware
Knowledge Retrieval
(Infobutton) Service-Oriented
Architecture Implementation
Guide

(a)(16)(ii)

(x| §170.210(g)

Network Time Protocol
Version 3 (RFC 1305)

[ ] §170. 210(g)

Network Time Protocol
Version 4 (RFC 5905)

(b)(2)(i)(A)

(x| §170.207(i)

The code set specified at 45
CFR 162.1002(c)(2) (ICD-10-
CM) for the indicated
conditions

[ ] §170.207(a)(3)
IHTSDO SNOMED CT®
International Release July
2012 and US Extension to
SNOMED CT® March 2012
Release

(b)(7)(i)

(x| §170.207(i)

The code set specified at 45
CFR 162.1002(c)(2) (ICD-10-
CM) for the indicated
conditions

[ §170.207(a)(3)
IHTSDO SNOMED CT®
International Release July
2012 and US Extension to
SNOMED CT® March 2012
Release

(b)(8)(i)

[ §170.207(i)

The code set specified at 45
CFR 162.1002(c)(2) (ICD-10-
CM) for the indicated
conditions

[ ] §170.207(3)(3)
IHTSDO SNOMED CT®
International Release July
2012 and US Extension to
SNOMED CT® March 2012
Release

(e)(1)(i)

Annex A of the FIPS Publication 140-2
[list encryption and hashing algorithms)

IAES-256

SHA-256

(e)(1)(ii)(A)(2)

(x| §170.210(g)

Network Time Protocol
Version 3 (RFC 1305)

[ | §170.210(g)

Network Time Protocol
Version 4 (RFC 5905)

(e)(3)(ii)

Annex A of the FIPS Publication 140-2
[list encryption and hashing algorithms]

Common MU
Data Set (15)

§170.207(a)(3)
IHTSDO SNOMED CT®
International Release July
2012 and US Extension to
SNOMED CT® March 2012
Release

[ §170.207(b)(2)

The code set specified at 45
CFR 162.1002(a)(5) (HCPCS
and CPT-4)
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Standard Successfully Tested

[_| None of the criteria and corresponding standards listed above are
applicable

3.2.4.2 Newer Versions of Standards

The following identifies the newer version of a minimum standard(s) that
has been successfully tested

Newer Version

Applicable Criteria

X] No newer version of a minimum standard was tested

3.2.5 Optional Functionality

Criterion # Optional Functionality Successfully Tested ‘

(a)(4)(iii) Plot and display growth charts

D ) Receive summary care record using the standards specified at
(B)2)I(B) | §170.202(a) and (b) (Direct and XDM Validation)

D ) Receive summary care record using the standards specified at
(b)(1)(I)(C)

§170.202(b) and (c) (SOAP Protocols)

LI o)(2)(iiB)

Transmit health information to a Third Party using the standards
specified at §170.202(a) and (b) (Direct and XDM Validation)

Ll w)2)ie)

Transmit health information to a Third Party using the standards
specified at §170.202(b) and (c) (SOAP Protocols)

[(e)a)

View, download and transmit data to a third party utilizing the Edge
Protocol IG version 1.1

(F)(3)

Ambulatory setting only — Create syndrome-based public health
surveillance information for transmission using the standard
specified at §170.205(d)(3) (urgent care visit scenario)

L)

Ambulatory setting only — transmission to public health agencies —
syndromic surveillance - Create Data Elements

D Common MU
Data Set (15)

Express Procedures according to the standard specified at
§170.207(b)(3) (45 CFR162.1002(a)(4): Code on Dental Procedures
and Nomenclature)

D Common MU
Data Set (15)

Express Procedures according to the standard specified at
§170.207(b)(4) (45 CFR162.1002(c)(3): ICD-10-PCS)

[ ] No optional functionality tested
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3.2.6 2014 Edition Certification Criteria* Successfully Tested

Version Version ‘

Criteria # Criteria #
TD*** ™ |

(a)(1) (c)(3)
(a)(2) (d)(1)

(a)(3) (d)(2)

(a)(4) (d)(3)

()(5) (d)(4)

(a)(6) (d)(5)

(a)(7) (d)(6)

(a)(8) (d)(7)

(2)(9) (d)(8)

(a)(10) (d)(9) Optional
(a)(11) (e)(1)

(a)(12) (e)(2) Amb. only
(a)(13) (e)(3) Amb. only
(a)(14) f)(1)

(a)(15) (H(2)

(a)(16) Inpt. only

[ERY

N R e R R N R G '
l':l—\N\le-b-bm-bU'IU'IU'l N

(f

(
(
)(3)
)

= =0 E e e =
N [[wf|[w||fw ]|~ o |[|[v

N

(a)(17) Inpt. only (f)(4) Inpt. only
(a)(18)
(f)(5) Amb. only 1
(a)(19)
(a)(20)

(f)(6) Amb. only
(b)(1)

(b)(2)
(b)(3)
(b)(4)
(b)(5)
(b)(6) Inpt. only
(b)(7)
(b)(8)
(b)(9)
(c)(1)
(c)(2)

(f)(7) Amb. only
(g)(1)
(8)(2)
(8)(3)
(g)(4)
(h)(1)
(h)(2)
(h)(3)

NN
o||o

Doopoppe| o | 0 DopopEEooooDEREo|o

HE!—‘HH!—‘!—‘!—‘!—‘!—‘H!—‘!—‘H!—‘!—‘!—‘!—‘!—‘HH!—‘!—‘H!—‘!—‘!—‘!—‘!—‘!—‘!—‘%‘
"::"::I—\N-bw-bw-b-h\lI—\I—\I—\NmeNWWNwwww-b-bNNw;

(| 0 0 gy 2 e e e e

=
=
=
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4

Criteria# Version Criteria Version ‘
riteria riteria
TP**  TD*** TP TD ‘

No criteria tested

*For a list of the 2014 Edition Certification Criteria, please reference
http://www.healthit.gov/certification (navigation: 2014 Edition Test Method)

**Indicates the version number for the Test Procedure (TP)

***|ndicates the version number for the Test Data (TD)

Page 9 of 12
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3.2.7 2014 Clinical Quality Measures*

Type of Clinical Quality Measures Successfully Tested:
[ ] Ambulatory

Inpatient

|:| No CQMs tested

' Drummond. |
! > gl’OUp !

*For a list of the 2014 Clinical Quality Measures, please the CMS eCQM Library
(Navigation: June 2014 and April 2014 Updates)

Ambulatory CQMs

CMSID Version CMSID Version CMSID Version CMSID Version‘
] 2 ] 90 [ ] 136 [ ] 155
[] 22 ] 117 ] 137 [ ] 156
[] 50 ] 122 [] 138 [ ] 157
[] 52 ] 123 [ ] 139 [ ] 158
[] 56 ] 124 [ ] 140 [ ] 159
[] 61 [ ] 125 ] 141 [ ] 160
[] 62 [] 126 ] 142 [] 161
[] 64 ] 127 (] 143 [ ] 163
[ ] 65 [] 128 ] 144 ] 164
[] 66 [] 129 [ ] 145 [ ] 165
[] 68 [ ] 130 [ ] 146 [ ] 166
[] 69 ] 131 ] 147 [ ] 167
[] 74 ] 132 [ ] 148 [ ] 169
[] 75 ] 133 [ ] 149 ] 177
[ 77 ] 134 [] 153 ] 179
[] 82 [] 135 ] 154 ] 182
Inpatient CQMs ‘
CMSID Version CMSID Version CMSID Version CMSID Version‘
(] 9 71 v4 107 v3 ] 172
26 v2 ] 72 108 v3 [ ] 178
[x] 30 va x| 73 v3 (x] 109 v3 |[] 185
[] 31 x| 91 v4 (x| 110 v3 (x| 188 v4
[] 32 x| 100| v3 (] 1 x| 190 v3
[ ] 53 102 | 3 [ ] 113
[] 55 104 | 3 114 v3
[] 60 105 v3 ] 171
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3.2.8 Automated Numerator Recording and Measure Calculation

3.2.8.1 Automated Numerator Recording

Automated Numerator Recording Successfully Tested ‘

Automated Numerator Recording was not tested

3.2.8.2 Automated Measure Calculation

Automated Measure Calculation Successfully Tested ‘

[] (@) [] (a)11) [ ] (a)(18) [ ] (b)(6)
L[] (a)3) [] (@(2) [ (a)19) L] (b)8)
(] (@@ [] (a)(13) [ ] (2)(20) [ ] (b)O9)
] (@05) [] (a)(14) [ ] (b)(2) (] (e)2)
[ ] (2)e) [ ] (a)(15) (] (b)3) L] (e)2)
L] @@ [ ] (a)(16) [ ] (b)4) L] (&)
L] ()9 [ ] (a)(17) [ ] (b)(5)

Automated Measure Calculation was not tested

3.2.9 Attestation

Attestation Forms (as applicable)

[x] () [x] (a)(11) [ ] (a)(18) [x] (b)(6)
[x] (@)3) [x] (a)(12) [ ] (2)(19) [ ] (b)®)
x] (@4) [x] (a)(13) [ ] (2)(20) [ ] (b)9)
[x] ()5) [ ] (a)(14) x| (b)(2) [x] (e)1)
[x] (a)(6) [x] (a)(15) (x| (b)3) (] (e)2)
x] (@)7) (x| (a)(16) (x| (b)(4) [ ] (e)3)
[x] (a)9) [x] (a)(17) x| (b))

L]

Appendix

[x] Safety-Enhanced Design* A
Quality Management System** B
Privacy and Security C

*Required if any of the following were tested: (a)(1), (a)(2), (a)(6), (a)(7), (a)(8), (a)(16),

(a)(18), (a)(19), (a)(20), (b)(3), (b)(4), (b)(9).

**Required for every EHR product
3.3 Appendices

Attached below.
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July 14, 2015

Melissa Martin

EHR Coordinator

Drummond Group, Inc.

13359 North Highway 183, Suite B-406-238
Austin, TX 78750

Re: Usability Study

Dear Ms. Martin,

Attached you will find the Usability Study, conducted by CoCENTRIX, as required for 2014 Edition
Certification. We attest to the veracity and authenticity of the enclosed report.

If you should have any questions or concerns, please feel free to contact me directly. Thank you for your
time and attention to this matter.

Sincerely,

Michael Jason Ochipa
Chief Financial Officer

(g CoCENTRIX EHR Usability Test Report — CCP Version 3.1 1
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&CoCENTRIX

connect. collaborate. coordinate

EHR Usability Test Report

Product: CCP

Version: 3.1

Report based on ISO/IEC 25062:2006 Common Industry Format for Usability Test Reports

Date of Usability Test: December 19, 2013, January 9, 2014, September 11, 2014, April 15, 2015 and
July 13, 2015.

Date of Report: July 14, 2015

Report Prepared By: CoCentrix

Bryan Griffiths, Senior Director
941-306-4951 x613
bryan.griffiths@cocentrix.com

540 Tamiami Trail

Sarasota, FL 34236

Note: The following study was developed using the NISTIR 7742 template as a guide for reporting our
findings: Customized Common Industry Format Template for Electronic Health Record Usability Testing.

(g CoCENTRIX EHR Usability Test Report — CCP Version 3.1 2




Executive Summary

A usability test of CCP Version 3.1, an EHR was conducted on December 19, 2013, January 9, 2014,
September 11, 2014, April 15, 2015 and July 13, 2015 by CoCentrix, Inc. The purpose of this test was to
test and validate the usability of the current user interface, and to provide evidence of usability.

During the usability test, 10 healthcare providers, matching the target demographic criteria served as
participants and used the EHR in simulated, but representative tasks to test medication allergies. 6
healthcare providers, matching the target demographic criteria served as participants and used the EHR
in simulated, but representative tasks to test drug-drug and drug allergy interventions, medication lists
and prescribing medications. 6 healthcare providers, matching the target demographic criteria served as
participants and used the EHR in simulated, but representative tasks to test CPOE, Clinical Decision
Support Interventions and Clinical Information Reconciliation. 6 healthcare providers, matching the
target demographic criteria served as participants and used the EHR in simulated, but representative
tasks to test Eligible Hospital CPOE medications. Six healthcare providers, matching the target
demographic criteria served as participants and used the EHR in simulated, but representative tasks to
test eMAR.

This study collected performance data on 30 tasks typically conducted on an EHR. The tasks conducted
were related to the following:

e Recording a Patient’s Allergy

e Changing a Patient’s Allergy

e Viewing a Patient’s Allergy

e (Creating drug-drug and drug-allergy interventions prior to CPOE completion
® Adjustment of severity level of drug-drug interventions
e Record Medication List

® Change Medication List

® Access Medication List

® (Create Prescriptions

e Record a Medication Order

e Change a Medication Order

® Access a Medication Order

e Record a Laboratory Order

e Change a Laboratory Order

® Access a Laboratory Order

e Record a Radiology/Imaging Order

e Change a Radiology/Imaging Order

e Access a Radiology/Imaging Order

® Problem List Interventions

® Medication List Interventions

e Medication Allergy List Interventions

(g CoCENTRIX EHR Usability Test Report — CCP Version 3.1 3




During the 15 minute one-on-one usability tests, each participant was greeted by the administrator and

Demographics Interventions

Lab Tests and Results Interventions

Vital Signs Interventions

Identify User Diagnostic and Therapeutic Reference Information
Configuration of CDS Interventions by user

Reconcile Patient’s Active Medication List with Another Source

Reconcile Patient’s Active Problem List with Another Source

Reconcile Patient’s Active Medication Allergy List with Another Source
Using assistive technology to verify right patient, med, dose, route and time

asked to review and sign an informed consent/release form (included in Appendix). Participants may

have

administrator introduced the test, and instructed participants to complete a series of tasks (given one at

atim

performance data on paper and electronically. The administrator did not give the participant assistance

had prior experience with an EHR, but not experience with the CCP EHR or Dr. First Rcopia. The

e) using the EHR. During the testing, the administrator timed the test and recorded user

in how to complete the task.

The following types of data were collected for each participant:

Time to complete each task
Number of and type of errors
Path deviations

Participants verbalizations
Tasks completed in the allotted time

Participant’s ease of use rating of each task

Participant’s satisfaction ratings of the system

All participant data was de-identified — no correspondence could be made from the identity of the

participant to the data collected. Following the conclusion of the testing, participants were asked to

complete a post-test questionnaire. The following is a summary of the performance and rating data
collected on the EHR.

Task Time to Task Risk
Participant Complete Errors Deviations Rating Rating
Success
(avg) (avg)
Task Average (5=Easy) (5=Least
(Total Total Average Risk)
Number Number Seconds Total Observed/ (Observed/ | (Observed/
Completed Optimal) Optimal)
Task)
1.  Add Allergy
10 10 67 0 0 160/120 1.33 4.5 2
2. Change
Allergy 10 10 47 0 0 87/70 1.24 4.8 2
3. Access
Allergy 10 10 101 0 0 33/20 1.65 4.7 4
4.  Drug-Drug
Drug-Allergy 6 6 131 0 0 24/24 1.0 4.5 1

&CoCENTRIX
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Adjust
Severity
Alert

29.25

2 33%

23/20

4.1

Record
Medication
(EP)

17.8

1 16%

25/25

1.0

4.0

Change
Medication
(EP)

16

1 16%

26/25

1.04

3.8

10.

Access
Medication
(EP)

4.5

6/6

1.0

3.8

11.

Create
Prescription

150.8

2 33%

142/92

3.1

12.

Record
Medication
Order

150.8

2 33%

142/92

3.1

13.

Change
Medication
Order

16

1 16%

26/25

1.04

3.8

14.

Access
Medication
Order

4.5

6/6

3.8

15.

Record Lab
Order

100.0

75/60

4.0

16.

Change Lab
Order

57.5

54/48

4.0

17.

Access Lab
Order

6/6

4.67

18.

Record
Radiology
Order

80.0

76/66

4.0

19.

Change
Radiology
Order

50.83

54/48

1.125

4.0

20.

Access
Radiology
Order

3.83

7/6

4.67

21.

Problem List
Intervention

66.5

49/42

4.67

22.

Medication
List
Intervention

54.17

31/24

4.5

23.

Medication
Allergy List
Intervention

92.83

64/54

4.5

24.

Demograph
Intervention

25.67

14/12

4.17

25.

Lab Test and
Results
Intervention

88.67

124/72

4.17

26.

Vital Signs
Intervention

11.16

67/54

4.33

27.

Identify User
Diagnostic
and
Therapeutic
Reference

13.83

33/30

4.5

28.

Configure
CDS
intervention
by user

48.83

42/30

1.40

4.17

29.

Reconcile
medication

41.5

39/36

1.08

4.5

&CoCENTRIX
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list with
other source

30.

Reconcile

problem list 48.33 4.5
with other 6 6 0 0 42/36 1.17

source

31.

Reconcile
medication
allergy list 6 6 0 0 38/36 1.05
with other
source

41.83 4.5

32.

Order 100.17 4.67
:\I/Elﬁc)jication 6 6 ' 0 0 102/66 1.54 '

33.

Change

N d.g ; 40.83 4.83
eaication 6 6 0 0 49/42 1.17

Order (EH)

34.

View/Access
4.5 5

Medication 6 6 0 0 7/6 1.17
Order (EH)

35.

Use eMAR

6 6 1.58 0 0 77/72 1.07 4.88

Ther

esults from the Task Rating scored the subjective satisfaction with the CCP system for recording

allergies, lab orders, radiology orders, CDS interventions and information reconciliation based on

performance with these tasks to be 4.17. The results from the Task Rating scored the subjective

satisfaction with the Dr. First Rcopia system for receiving drug-drug interventions, adjusting severity

levels, record/change/access, prescribe medications and order medications to be based on performance

with these tasks to be 3.77. The results from the Task Rating scored the subjective satisfaction with the

CCP system for Eligible Hospital CPOE medication ordering based on performance with these tasks to be

4.67.

The results from the Task Rating scored the subjective satisfaction with the CCP system for eMAR

based on performance with these tasks to be 4.83.

In addition to the performance data, the following qualitative observations were made:

1.

Major Findings — Tasks 1 thru 3 - The majority of user reactions to work flows were positive and
navigation seemed very straight forward to the user once they began recording an allergy and
completing tasks 1 thru 3. While some users may have gotten lost during their workflow, none
experienced an error that prevented them from moving forward or required the test
administrator’s intervention. Users, with no training and just a simple quick demonstration
were able to catch on very quickly and navigate the system, displaying the intuitive nature of the
system.

Tasks 4 thru 12 - During completion of tasks 4 thru 12, several users commented that the screen
was too busy, cluttered and appeared to become easily lost during navigation. One user
commented as soon as sitting down that they did not care for the interface. Users voiced that
they were constantly scrolling down and wished that the top of the screen was used more
frequently for the actions they were attempting to complete.
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Tasks 13 thru 31 — During completion of tasks 13 thru 29, users commented that it was difficult
to determine required fields and consistency of drop down fields. Times and deviations were
quite similar and repetitive user tasks showed an increase in velocity. Users were provided very
little direction, but seemed to easily find their way thru the system with virtually no training.
This should indicate rapid training and deployment, which speaks to the ease of usability of the
system.

Tasks 32 thru 34 — While completing CPOE medication ordering for Eligible Hospitals, users
remarked about how clean the interface was and how the workflow simply guided them
through the process. Several participants commented about how good the layout was in
comparison to other CPOE systems they have used in the past. Any areas that were marked as
difficult for the user were commented by the participants that training and repetition would
easily solve those issues.

Task 35 — While completing eMAR, participants commented how easy it is to use scanning to
document medication administration. Several nurses expressed satisfaction with the way the
wrong medications can be caught before being administered. One participant wanted to start
using the eMAR the very same day!

2. Areas for Improvement — Tasks 1 thru 3 - For the majority of users the navigation involving the
searching of a medication was a constant source of path deviation. There is a text field and a
search button, users frequently attempted to type in the field, rather than click the search
button, launching another screen where they could type if a few letters and run a medication
search. It was also noted that while all the data elements were on the left hand side of the
screen, the scroll bar was on the right. The data entry screens were long enough requiring the
user to move from entering in data, to moving across the screen, to moving back to entering
data. The layout of the screen into two columns would have provided the user a more efficient
use of time and negated the need for scrolling.

Tasks 4 thru 12 — Limiting the amount of information presented to the user on a single screen
would be advisable, or possibly categorizing it in a manner where it limits the amount of data
displayed to the user at once. A more prevalent prompt for a signature when writing a
prescription would also reduce the searching for the entering of a password prompt, or
forgetting to complete the action of prescription creation.

Tasks 13 thru 31 — Orders could display brighter/bolder/large indications when a field is
required, as well as consistency when stepping through drop down fields and selections. Once
user remarked how easily it was to see the status of various orders. Reconciliation could
provide a user an indication when a save or reconcile is occurring, preventing user from
repeating clicks in the misunderstanding that nothing is occurring.

Tasks 32 thru 34 — The only area that participants commented on was in the area of signing a
pending order. There seemed to be confusion whether the order was completed or still in a
pending state, as the user is prompted to select the pending order to sign it. This may simply be
a training issue, but was noted for this study. Users also commented that having an icon
indication that an order was signed or is unsigned could be helpful. While the users rapidly
moved through the process of ordering a medication, the largest speed drain was in the system
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pulling back the full orders from First Data Bank. Also noticed on a few orders where they
would select the duration type, say days, then enter the number, which would clear the type.
Task 35 — One participant suggested a different layout for the data when the medication was
scanned — they wanted the medication, route dose and time to display next to the order detail.
One other participant suggested the bar code window not close after scanning the patient,
rather to remain open while the medication is being scanned.

Introduction

The EHR tested for this study was CCP, Version 3.1, an EHR, along with Rcopia version 3. Designed to
present clinical information to healthcare providers in ambulatory and inpatient healthcare settings, the
EHR allows providers to electronically maintain a complete electronic health record, primarily used in
the practice of behavioral health. The usability testing attempted to represent realistic exercises and
conditions.

The purpose of this study was to test and validate the usability of the current user interface, and provide
evidence of usability in the EHR. To this end, measure of effectiveness and efficiency (time to perform
tasks; total number of deviations; total number of errors; etc) were captured during the usability testing.

Method

Participants

A total of 34 participants were tested on the EHR. Participants in the test were individuals that work
within an ambulatory healthcare environment in the practice of behavioral health. Participants were
contacted by CoCentrix, Inc. staff to participate in the study. In addition, participants had no direct
connection to the development of the EHR. Participants were not from CoCentrix, Inc. All participants
were provided with a short demonstration by the test administrator of how to perform each task. This
was similar to an end user training, but in a much abbreviated state.

The following is a table of participants by characteristics, including demographics, user role, and clinical
experience. Participant names were replaced with Participant IDs so that an individual’s data cannot be
tied back to individual identities. A summary of the participant demographics can be found in the
Appendix.
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Our process also provides for continual improvement by monitoring processes based on
their significance, measuring their effectiveness against objectives, and managing
processes for improvement.

&CoCENTRIX Y,

After each Sprint, our process calls for a Review meeting for the team to present to
management, customers, users, and the Product Owner the product increment that is
has built during the Sprint and receive any feedback. In addition to the Review, a Sprint
Retrospective meeting takes place in which Scrum Team members reflect on their work,
process and quality, producing an actionable plan for improving. We are not currently
using a Quality Management System for Implementation and Maintenance.

&CoCENTRIX

connect. collaborate. coordinate.
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From:

Neal Tilghman

Senior Vice President, Product
CoCentrix, Inc.

540 North Tamiami Trail
Sarasota, FL 34236

(941) 306-4951

October 1, 2014
Dear Gary Isaac,

1. Are default settings for audit log and audit log status record are enabled by default?
Yes.

2. Is encryption of electronic health information on end-user devices is enabled by
default?
Yes. The web application uses “no_cache” headers to prevent storage of information on end-
user devices. In addition, MS CRM does not allow users to disable encryption.

3. Does the EHR SUT allow a user to disable the following?
The audit log can be disabled. The audit log status and encryption cannot be disabled.

4. Does the EHR SUT permit any users to delete electronic health information?
[IN170.314(d)(2)-3.04]
Yes.

5. Describe how the audit logs are protected from being changed, overwritten or
deleted by the EHR technology.
[IN170.314(d)(2)-4.01]

6. Describe how the EHR is capable of detecting whether the audit logs have been
altered. [IN170.314(d)(2)-5.01]
The audit is protected by database controls; only authorized users can access the database.
Therefore the database audit log would track user access to the log.

Sincerely,

DocuSigned by:

Mal ﬁ%Mm 10/2/2014

BDCCC4A69FBCA4D3...

Neil Tilghman

&CoCENTRIX
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